KPVTJIBII CTOJI «PEBEHOK 1 KOMITHIOTEP».

[leneBas rpymnmna: poaurenu ydamuxcs 1V knacca.
Bpewms nposenenus: |11 yeTBepTs.

esnb: noBeimeHne HHOOPMAITMOHHONW KOMIIETEHTHOCTH POJUTENCH.

3apaun:

- IO3HAKOMHTh POIUTEIEH C BO3MOKHBIMU PHUCKAMH IPU HUCIIOJIb30BAHUU
WHTEPHETA JIETbMU U JaTh PEKOMEH/IALNU M0 UX MPEAOTBPALICHUIO;

- IOBBICUTh ~ yYpPOBEHb  TPAMOTHOCTH  pOAMTENENM B BOIPOCAX
KnOepOe30MacHOCTH;

- mogoOpaTh W MPEIOKUTH POJIUTEISIM B TIOMOIIb METOJUYECKUE
MaTepHualibl 0 BOMPOCY MHPOPMAIIMOHHON 0€30MaCHOCTH.

Bomnpock! aiist o0cyxaeHus:

1. F'amxeTsl U 370POBKE.

2. aTepuet 6€3 OmacHOCTH.
3. KubepOe3onacHoCTh AETEH.

HOI[F OTOBUTCIJIbHAA pa60Ta:
AHKCTI/IpOBaHHe ydalmuxcs Kiaacca.
HOI[F OTOBKaA IIaMATOK OJIA pOI[HTGJIGfI.



Xox MeponpusTHS

Ilpu  npasunvHomM  nooxode K
3aHAMUAM HA KOMRblomepe

MOJICHO U3671€4b MAKCUMYM HNONb3bl
0151 pazsumusi pebeHKa.
b.HInumosuu.

Bcmynumenvnoe cnogo knaccrhoeo pykogooumens.

[lepconasibHble KOMIIBIOTEPHl U CMApT(OHBI, BHIMOJHAIONINE (QYHKIUU HE
TOJIBKO TesiepOHa, HO U YHUBEPCATHHOTO MUHU-KOMITBIOTEPA, 3aITUCHON KHUXKKH,
¢$b0oTO- U BUIE€OKAMEPHI ITPOYHO BOILIM B HAIly MOBCEHEBHYIO KU3Hb U OKA3aJIHCh
TECHO MEPEIIETEHHBIMU C pabOoTOM, yueOol U JOCYyTroM.

«PeOEHOK M KOMIIBIOTEP» — TakOBa TEMa HAIIEro POJUTEIHCKOrO
YHUBEPCUTETA.

Ob6cyacoenue sonpoca «l adaicemul u 300posve»

KakuMm 00pa3oM HCIOIB30BAaHHE KOMIBIOTEPA M TaKETOB BIMSIET Ha
310poBbe M Oe3omacHOCTh fAereii? CTOUT JIM OrpaHMYMBATH BpeMs HX
WCIIOJB30BaHuA? OTH BONPOCHI BOJIHYIOT CErOJHS Kak pOOUTENEH, TaK U
NEeJaroros.

CnoBo «ramxer» 00pa30BaHO OT aHIVIMHCKOIrO «gadget», mepeBOIUTCS Kak
«rpudop, npucnocodiaeHne». OCHOBHBIE BUABI T'a/HPKETOB, KOTOPbIE HCIOJIB3YIOT
y4daluecs, yCIOBHO MOKHO Pa3eINTh HA IBE KATETOPHH.

1. MoOuibHBIE TaKEThl — CIOJIa MOKHO OTHECTH CMapT(OHBI, IJIAHIICTHI
JpYTUe CPEICTBA KOMMYHHUKALUH.

2. CMapT-yachl — B 3Ty KaTE€TOPHUIO BBIACNAIOT KaK 3JIEKTPOHHBIE YaChl,
CHA0KEHHbIE MHOXECTBOM JOMOJIHUTENIbHBIX (DYHKLMM, Tak U (puTHEC-OpacieTsl,
CO3JaHHbIE CIIEUUATBLHO JJIsl TOTO, YTOOBI OTCIEKUBATH AKTUBHOCTb.

MO>XHO BBIIETUTH CIEAYIONINE MOJIOKUTEIbHBIE MOMEHTBI UCIOIb30BaHUS
JAHHBIX YCTPOMCTB:

v O0yueHre MiaIIuX I[IKOJHHHKOB. B HWHTEpHETE Ui JeTed MOXKHO
NOJBICKATh Pa3IMYHble OOy4YaroIIMe MPOrpaMMBbl, CAUThl O MPUPOJE, UCKYCCTBE,
JIpYruX yAUBUTEIbHBIX Bemax. He BbIxons W3 0Ma, Bbl C PEOEHKOM MOMKETE
MOCETUTh BUPTYAJIbHBIM My3€d WJIM NPHUHATH Yy4YacCTUE€ B HMHTEJUIEKTYyaJIbHOMN
OJIMMITHAJIE.

v JlocTynm mpsMO W3 JoMa K  OOJIBIIOMY KOJHMYECTBY  IOJIE3HOM
uHbopMaluu. B MHTepHETE MIKOJIBHUKUA MOTYT IPOYMTATh MOCIEAHHE HOBOCTH,
HalTH TEKCThl KHUT, OTBICKaTh HHTEpecHyr uHpopmanuto. IlpenmyiiecTBo
WHTEpHETa nepes; OndIMOTeKON — MTHOBEHHOE MOCTYTUICHHE HOBOM MH(MOPMAIIHH.

v CBsI3b C OJIHOKJIACCHUKAaMH W yduTelsiMu. OUeHb XOpOIIN CIIEIHaIbHBIE
Ooru W Tpynmbl B COLHUAIBHBIX CETSIX, CO3JaBaeMble IJii YYEHUKOB
OTPENICICHHOT0 Kjlacca. 37eCh YYUTEelIh M YYEHHKHM MOTYT OOMEHHBATHCS
uH(popmaluei 1 HOBOCTSIMH, COBMECTHO paOOTaTh HaJ MPOEKTAMU U AP.



HeHnopmupoBaHHOE HCNONB30BaHUE TAHKETOB MOMKET MPUBECTH K PAILY
HETaTUBHBIX MTOCJICICTBHA:

v' TIpobnembl cO 370poBbeM. YacToe CHICHHE 3a KOMIIBIOTEPOM HIIH
IUTAHIIETOM MOYXKET TPUBECTH K YXYIIICHUIO 3PCHHS, HAPYIICHUIO OCAHKH,
nmpobiemMaM ¢ MbIIIAaMH (0T UX JUIMTEIbHON HEMOIABMKHOCTH), KHUCIOPOIHOMY
TOJIOJJAHUIO MO3ra (B pe3yJbTaTe CIABIMBAHUS COCYAOB M OTCYTCTBHUS CBEKErO
BO3/yXa), pacCTPOMCTBaM CHa.

v' Tlcuxonoruueckue MpodsieMsl. JIeTH, ¢ paHHEro BO3pacTa MHOTO
MOJIB3YIONIMECS TapPKeTaMd U Majo BPEMEHU MPOBOSIIME CO CBEPCTHUKAMH,
MOTYT UMETh MpoOJeMbl C colMaNbHOM amantamuei. MM TpyaHO oOmarbes c
JIOJIbMU, HAXOJIUTh C HUMH OOIIM SI3bIK, OHU POOKU M 3aCTEHUUBBI, MaJIO 3HAIOT O
KU3HM 32 Tpe/ieslaMd KOMIBIOTEpa M 4acTO TEPSIOTCA B PEAbHBIX JKU3HEHHBIX
CUTYaIIHsIX.

v’ 3aBHCHMOCTb. DTO CaMO€ CEpPhE3HOE IMOCIEACTBHE OT HCIOIb30BAHUS
MIEPCOHAIILHBIX KOMIBIOTEPOB M Ta/pkeToB. OHO (QopMupyeTcss TOoa BIUSHUEM
MHOTHX acCHEeKTOB (YacTO€ WCIIOJIb30BAHUE YCTPOWCTBA, OTCYTCTBHE JPYTHX
WHTEPECOB B JKU3HH, TPOOJIEMBI INYHOTO XapaKTepa U T.1.).

UTo MBI MOXEM CcHellaTh, YTOOBI TADKEThl HE OKAa3bIBAId HETATHBHOTO
BJIIMSIHUS HA HAIIMUX JAeTei? 3agada B3pOCIBIX — HAyYWUTh JETEH MPaBUIBHO M C
YMOM HCIIOJIB30BaTh TaKETHI. M, KOHEYHO, caMoe TJIaBHOE — YIENIATh KaK MOXKHO
00JIbIIIe BHUMAHUS OOIIIEHUIO CO CBOUM JIEThMHU.

Obcyarcoenue sonpoca « Mumepnem 6e3 onacHocmuy.

[Ipu moAroToBke K Haileld BCTpeye 51 MPOBEIa AHKETUPOBAHHE YUaITUXCS
kinacca. (Ilpunoxenne 1) OHO MOKa3ajao, YTO KOMIIBIOTED WM MOOMIIBbHBIN
teneoH ¢ AoCTyrmoM B HHTEpHET ecTh y [3% ydammxcs. CaMoCTOSTENBHO
noJib3yroTcst uaTepHeToM 38% pedsar. (IIpunoxenue 2)

IIpedcmasnenue ungopmayuu pooumensim o pe3yiomamax aHKemuposaHus
Odemell (omeemuvl HA BONPOCHL AHKEMbL NO KACCY).

JleTn BOCTIpMHUMAIOT HHTEPHET KaK MOBCEAHEBHYIO U €CTECTBEHHYIO CpPEIy
OOWTaHUS U 3a9aCTYIO0 OKAa3bIBAIOTCS HECTIOCOOHBI TTPEABOCXUTUTE PUCKH U YTPO3BI
CETH, B pE3yJIbTaTe YEer0 OKa3bIBAIOTCS CpeAr HauOoiiee yS3BUMBIX KaTeropuil ee
nosib3oBatenen. [1oaroMy npu ocBoeHnu UGPOBBIX TEXHOJOTHI OHU HYXIAAIOTCA
B TOJJCPKKE CaMbIX OJM3KHUX W 3HAYMMBIX B3POCIBIX, OTBETCTBEHHBIX 3a HX
KHU3Hb, 3/J0POBbE U OE30MACHOCTH — CBOMX POJUTEINECH.

Ponurenu, nmpuxos BeuepoM ¢ pabOTHI U BUIS CBOE YaJ0 C UCKPAIIUMUCS
rjia3aMu BO3Jie HOYTOYKa, 3a7al0T ce0e OJIUH U TOT K€ BOIIPOC: UYTO 32 MarHUT €CTh
B ITPOCTOpAaX UHTEPHETA U MPUTATUBACT BHUMAHHUE BCEX JIeTEH?

Ha camom pene, Bce npeaenbHO MpocTo. JleTn — 3To MalleHbKUE PacTyIIue
JUYHOCTH, KOTOPBIE TJIOTAIOT OOIeHHE W WH(OPMAIUIO, KaK BO3AYyX — JKaJHO U
BOCXMIIICHHO. J[JIT HUX MHTEPHET — Apyras IUIaHeTa, Ha KOTOPOH OHM YyBCTBYIOT
cedst koMpopTHO U cBOOOIHO. [Touemy? [loToMy 4TO MOXKHO MOKPYTUTH €€, Kak
r100yc, 1 HAalWTH TOT KOHTHHEHT, Ty MOTPEOHOCTh, KOTOPOW TaK HE XBaTallo, W
pean30BaTh €€ OJHUM IISTYKOM MbITH [1].



Ecnn Bbl xoTHTe, 4TOOBI Baml PEOEHOK C TMOJIB30M HCIONB30Bal CETh
MHTEPHET, U3YUYUTE €ro MOTPEOHOCTH, MPEAJIOKUTE eMy pecypchl. Hampumep, Bbl
MOJKE€TE€  BOCIOJB30BAaThCS  MaTepuajaMd  MYJIbTUMEIUWHOTO  yueOHOro
JUCTAHIIMOHHOTO Kypca O€30MacHOro MOJIb30BAHHSI PECypcaMy CETH HHTEPHET
(manee - Kypca). Jocmyn no ccoiixe: https://onlinesafety.info/#/home.

OcHoBHast 3amada Kypca — goHectu peOEHKY oOmmMe CBeACHUS O
0e3onacHocTH B HHTEepHETE. Kypc mocTpoeH TakuM 00pa3om, 4TO B CaMOM Havaje
peOeHOK MOXKeT BhIOpaTh cebe MPOBOJHMKA (MajdbUMKa WM JIEBOUYKY), KOTOPBIM
MOMOKET MpOUTH Bech Kypc. Bce smementsl Kypca o03BydHBaroTcs roiocom
BbIOpaHHOTO Treposd. B mpoliecce mpoxoxaeHus Kypca peOEHOK MEepUOAHYECKH
OTBEYaeT Ha BOIPOCHL, YTO TMO3BOJSAECT >PPEKTUBHO 3aKPENUTh MOTyUYEHHBIE
3HaHus [2].

Obcyacoenue sonpoca «Kubepbezonacnocmos demetly.

B cetu peOeHOK HEe MeHee ysI3BUM, YeM B peasibHOM Mupe. [loaTomy oueHb
BOXXHO HE TOJIBKO CaMUM 3HATh MpaBHUJia MOBEJICHUS B BUPTyaIbHOM MHpE, HO U
pacckas3aTh O HUX JETSM.

3akonnvle npedcmagumenu 3Hakomsames ¢ namsamou «llpasuna yugposotu
eueuenvly (Ilpunoxenue 3).

Hayunthr pebGeHka ocHOBaM KHOepOE30macHOCTH OBICTPO BpsAd JIH
MOJIYYUTCS. ITO MPOIIECC KOMIUIEKCHBIN, TPEOYIOIUI CUJl, TEPIICHUS U BPEMEHHU.
[Ipuctynarh Kk OOy4EeHHIO JIy4Illle BCETO C MOMEHTa, KOTjJa pPeOCHOK MoydaeT
IIEPBBIN TAIKET.

B wmemnomM, cymiecTtByeT TpU KaTETOpHUM Yrpo3, C KOTOPBIMU JE€TH
CTaJIKUBAIOTCSl B UHTEPHETE:

1. He3HakoMmiIipl. 310yMBIIUICHHUKH CKPBIBAOTCA Ha caurax,
IIPUBJIEKAIOLINX JIETEN, TAKUX KAK CalThl COL[MAJIbHBIX CETEN U OHJIANH-UTp. Takue
3JIOYMBIIUICHHUKA YaCTO CaMU MPUTBOPSIOTCS AETHMU. DTOT METOJ| Ha3bIBAETCS
KITQUIIUHT. Takke CyIeCTBYIOT XaKepbl U KMOEPIPECTYITHUKH, aTaKYIOIIHE BCEX
MOJIb30BATENE C HEAOCTATOYHO BBICOKMM YpPOBHEM O€30MMACHOCTH, HE BaXKHO,
peOEHOK 3TO WK B3pOCiblil. OHU Tak)Ke MOTYT IMOMBITATHCSI 0OMaHOM BBISICHUTD Y
pebeHKa mapoJiv Wi TIaTeXHY0 HHPOpMAITUTO.

2. CepctHuku. Bam peObeHOK MOXET MOJBEpPraTrbCs M3AeBaTEILCTBAM WIIU
TpaBJie CO CTOPOHBI CBOUX 3HAKOMBIX. JTO YaCTO MPOUCXOAUT B JUUYHBIX YaTax B
COIIMAJIBHBIX CETSAX W MPHUJIOKEHUAX NIl oOMeHa cooOmenusmMu. MHorma apyrue
JETH MOTYT TMyOJMKOBaTh JIMYHYI0 HHGPOPMAIMIO Baliero pedeHka, dTo
JOCTaBJSIET €My CHIIbHbIE cTpamanus. Ecnm Takas wuHboOpmarus uMeeT
CEKCyalIbHBIM XapakTep, HAMpUMEp, UHTUMHBIE (GoTOrpaduu, 3TO MOXKET OBITH
YT'OJIOBHBIM MPECTYIIICHUEM.

3. Camu netu. Jletu 6e3 mpucMoTpa MOTYT CaMU CO3JaTh AJisi ce0s OMacHbIe
cutyaud B ceTM. OHHM YacTO HaXUMAKOT KHONKH WM YCTaHABJIMBAIOT
nporpaMMHoOe oOeclieueHne, He MOHUMas TTOCJIEACTBUN CBOUX JCHCTBUM, a TaKke
nyOJUKYIOT JTMYHYI0 HHGOPMALIMIO, HAIPUMED, JaTy POKIEHUS WU aJipec.

HexoTopble W3 3TUX yIrpo3 SBISIOTCS COLMAIBHBIMM YIpO3aMHU — OHU
CBSI3aHBl C BBIMOTaTEILCTBOM WJIM MaHUMysUUsIMU. YacTo He3Hakomell
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https://www.kaspersky.ru/resource-center/threats/top-scams-how-to-avoid-becoming-a-victim

3aBOEBBIBACT JOBEPHE PEOCHKA, a 3aT€M MOJIb3yeTCs 3TUM. YTOOBI 3aIIUTUTHCS OT
ATUX YIpo3, peOCHKY HEOOXOAMMO 3HaTh, Kak O€30MacHO OOMIAThCS C APYTHMH
JHOJIbMH.

Jpyroit tum yrpo3 — 3To0 UU(POBBIE YIPO3bl, KOTAA KTO-TO HCIIOJNB3YET
TEXHOJIOTUHU JIJIsl JOCTYyNa K JAHHBIM. DTO MOTYT ObITh BPEJIOHOCHBIEC MTPOTPAMMBbI
(HampuMep, I KpaKy JIMYHBIX TaHHBIX ), WA GUITHHT (BRIHYKICHUE 0OMaHHBIM
MyTeM TIOCETHTh MOIJCIBbHBIA BeO-caldT). 711 3ammTBl OT TaKOTO THIA yTPO3
HEOOXOIUMO OOBIACHUTH PEOCHKY, Kak MPaBUIBLHO MCIOJIb30BATh WHTEPHET H
YCTaHOBHTD HaJIEKHbBIC aHTUBUPYCHBIC ITporpammsl [3].

udporoit Mup He HOMKEH Nyrarb Jaeredl u poautenci. ['opasno
npaBujIbHEE HE OECIOKOUTHCS O TOM, YTO MOKET CIYUUTHCS, a COCPEAOTOUUTHCS
Ha 0Oy4YEeHHH JIeTel HaBbIKaM, HEOOXOAUMBIM JIJIsi 0€30MaCHOCTHU B CETH.

Ha caiime yupescoenus obpazosanusi 60 6KIAOKe pecypCHO20 YeHmpa
«HUngopmayuonnaa kynemypa u 0e30nacHOCMby pasmeujenvl Mamepuabl O
bezonacHocmu 6 uHmepHeme, KOmopwvie 0YOym NOHAMHbL 0axce mem, Kmo 0dajieK
om mexuuxu. Jocmyn — no ccwiike (https://stradech.roobrest.gov.by/o6-
yupescoeHuu/pecypCchvli-yenmp).

Bmecte co cBouMH JA€TBMH BBl MOXETE IOCMOTPETh U OOCYIUTH
oOpazoBatenbHble MyIbTOMIbMBI «Dukcu-coBeThl. OcTopoxkHel B MHTepHeTe!»
Hocmyn — no ccolixe (https://www.youtube.com/watch?v=TUodzCtBSWU).

Ecnu BeI 3amerwnu, 4TO, MOOBIBAaB B CETH, Ball pPEOCHOK BeAeT ceds
HEMPUBBIYHO THXO (WK K€ HA00OpOT uepecuyp BO30YXKIEH M pa3lIpakKUTENICH),
BEPOSATHO, C HUM IPOMU3OIIIJIO YTO-TO HEXOPOLIEE — 3TO CTOUT OOCYIUTh.

Ponw Gecenpl ¢ Tasy Ha r1a3 TpyaHO nepeoiieHuTh. C OJJHOM CTOPOHBI, OHA
MO3BOJISIET BBISIBUTH MPOOJIEMY TMPEXJe, YeM Ta BBIWJET U3-TOJ KOHTPOJS. A ¢
JIPYToi, naeT peOeHKy MOHATh, KaK OH Ba)eH Il Bac. OTHOCHTECHh K BOMpOCaM
k10epOe30nacHOCTH Beepbe3. Torna Bbl MOCITYKUTE MPUMEPOM JIJIsi CBOUX JIETEH, U
OHM OyIyT 0e3 cTpaxa M C YJOBOJIbCTBHEM I0Jb30BAaThCSI MHTEPHETOM. A KOrja
MOJPACTYT, Y HUX ykKe OyAeT cPOpMUPOBAHO MPEACTABICHUE O CETEBOM ITHKETE.

Pooumensm  epyuaemcs  namamxa «Kaxk He cmamb  dicepmeoti
kubepnpecmynuuxay» (Ilpunoxenue 4).

Ilooseodenue umozos.

3aBepIIuTh Hally BCTPEUy sl XO4y CICAYIOIIMMHU BompocamMu. MoxkeT iu
KOMITBIOTEP WM CMapT(OH 3aMEHHUTHh OOIIEHHE C poAuTeNnsMu? A oOlieHue C
JIPY3bsIMU, JAPYTUMU JIOAMHU, Tpupoaoi? KTo momkeH y4uuTh aeteil mudpoBoi
rpamoTHocTH? Bompocsl putopuueckre. Ho kaxplii U3 Bac HOJKEH OTBETUTH Ha

HUX caMm ce0e.
CHOucoK UCIOJIb30BaHHBIX HCTOYHUKOB

1. OOGpazoBarenbHbIi MapHIpyT isi ponutenell «be3omacHblii ceMEHHBIN WHTEPHET
[DnekTponHsIii pecypc]. Pexxum noctyna: https://cloud.mail.ru/public/9sDd/XhVIPuTBK

2. MynbTUMenuitHbI y4eOHBI JAUCTAaHIIMOHHBIA Kypc O€30MMacHOr0 ITOJIb30BaHUS
pecypcamu CETH WuTepuer [DneKTpOoHHBIN pecypc]. Pexum J0CTyMa:
https://onlinesafety.info/#/home. Jlata moctyma: 18.03.2022.

3. CrpaBounuk «be3omacHblii U KyIbTYpHBI 00pa3 *U3HU B WHTEPHETE: YUUM JCTEH,
yauMmcsi  camu»  [DnekTpoHHbId  pecypc]. Pexwmm  goctyma:  https://netka.by/wp-
content/uploads/2019/11/Putevoditel-roditelya.-Versiya-2.0.pdf. lara noctyna: 18.03.2022.
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[Tpunoxenue 1.
Ankema ons yuawjuxcsi.

1. Ecth nu y TeOS KOMITBIOTEp WJIM MOOWJIBHBIA TeNe(POH C TOCTYIIOM B
UHTEPHET?

2. Thl BBIXOIWIIL B WHTEPHET CAMOCTOSTENBHO WM TOJ KOHTPOJIEM
ponutenei?

3. CKOJIbKO BpEMEHH B JICHb ThI IPOBOIUIIL B UHTEPHETE?

4, 3HaenIb JI Thl IPO OMACHOCTH, CBSI3aHHBIC C MHTEPHETOM ?

5. Jlmst gero ThI Yale BCEro UCHoJIb3yellbh HHTEPHET?

6. O0cyxaenib 1 Thl THGOPMAITUIO U3 UHTEPHETA C POAUTEIAMU?



[Tpunoxenue 2.
Pezynomamul ankemuposanus yuawuxcs 4 xnacca.

1. Ecte 11 y TeOsi KOMIIBIOTEp WM MOOWIBHBIN Tene(oH ¢ JOCTyNoM B
UHTEPHET?

H]la

® Her

2. Tel BBIXOAWIIL B HMHTEPHET CAMOCTOSITEIIPHO HWJIM TIOJ KOHTPOJIEM
poauTenei?

B CaMOCTOATENIBHO

B Tlox xoHTpOJEM
B3POCIIBIX

3. CKOJBbKO BPEMEHHM B JIEHb Thl IPOBOAMIIb B HHTEpHETE?

H Jlo 1 yaca
M 1-2 gaca
m2-3 yaca

3-4 gaca




4. 3HaemIb 1 ThI PO OTIACHOCTH, CBSI3aHHBIE C HHTEPHETOM?

Iﬂa

® Her

5. Jlmst wero ThI yalie BCEro UCIOJIb3yellb HHTEPHET?

E Urpato , cMOTPIO
BUJIEO U
MYJIbT(QHITEMEL

= JT51st OOIIEHuUs C
JPY3BbSIMA

& J11s1 TOATOTOBKH
YPOKOB

6. O0cy>kmaentb 11 Thl HHOOPMAITUIO U3 HHTEPHETA C POIUTEIISIMU?

B Yacto
H NUnorna

¥ Hukorna




[Tpunoxenue 3.

Ilamamka ons pooumeneii «lIpasuna yughposoui eueuensiy.

[Ipuyunre nerel nocemiars TOJILKO T€ CAWThI, KOTOpbIe Bbl
pa3peLIniIm.

[Ipumute Bce Mepsl, 4TOOBI peOEHOK MEpes paclpocTpaHEeHHEM
cBoei smuHOW wuHpopmanmu coBeroBalicsi ¢ Bamm u
npenynpexaan Bac 06 atom.

3anperure ckayuBarh 4to-O0 B cetn Murepher 6e3 Bamero
pa3pereHus..

[TomoruTe AETAM 3aIIUTUTHCS OT CllaMa.

becenyiite ¢ 1eTbMH O TOM, YTO HOBOIO OHH Y3HAJIM M3 HHTEPHET-PECYpPCOB,
NOSIBIJIKCH JIM Yy HUX HOBbIE JPY3bsl B CONMAIBHBIX CETSIX, KAKHE TEMbl OHH
00CyX1at0T.

VYoenurech B TOM, 4TO peOCHOK coBeTyeTcsl ¢ Bamu mepen Berpeueii ¢ JIMIOM, C
KOTOPBIM OH MO3HAKOMHJICS B ceTH MHTepHeT, nepes MOoKyInKoH MM Mpojaxeit
KaKHX-JTH0O0 Bellel ¢ UCIOIb30BaHUEM «ITI00aTbHOM MTayTHHBI.

Oo6cyaure ¢ pebeHKOM BO3MOXKHBIE PUCKH IIPU YUACTUH B a3apTHBIX UIPaXx.

[locrosiHHO ~ HamOMHMHAKWTE  HECOBEPLICHHOJIETHEMY O  HEraTHBHBIX
MOCJIEACTBUAX, K KOTOPBIM MOXET IPHBECTH pa3MIallleHHe ero JHYHOM
nHpOpMAIUH.

KonTposmmpyiite, kakumMu yaramu M caiitamu mosb3yercsi pedeHok. C 3toi
IE/IbI0  YCTAHOBUTE HA  KOMIIBIOTEPHBIX  YCTPOMCTBaX  IpoOrpammy,
OJIOKUPYIOIIYIO MOCEIIEHHEe PeOEHKOM «OMAacHBIX» CaWTOB; yCTAaHOBHTE Ha
CBOMX MOOMJIBHBIX YCTPOMCTBAaX MpPHJIOKEHHS, IpelycMarpUBatolue
YBEIOMJICHUS] POJAUTENEH O TMOCEHIeHUH (WIM MOMbITKE MOCEHICHHUs)
peGEHKOM «OIacHOTO» caira.

OOpamaiite BHMMaHUE€ Ha H3MEHEHHE IOBEJICHHs
MoApoOCTKa, qTO0 MOXET SIBJIATBCA IIPpU3HAKOM
COBEpIICHHs] NPOTHBONPABHBIX JESHHH B OTHOIICHHH
HECOBEPIICHHOJIETHETO, B TOM YHCJIE C HCIOJIb30BAHUEM
cetu UHTepHeT.

OObsicHUTE JIETSIM, 4TO npu
MOCTYILIEHUH OCKOpOIeHHH,
HE3aKOHHBIX TpeOOBaHHMH W yrpo3 B HX
azpec, WM HEOOXOIUMO Cpasy Ke
coobmuTe 00  3TOM  B3POCIbIM,
NOCKOJIbKY ~ OHM  Bcerga  Hailayt
MOJICPKKY U 3auTy B Barewm swie.
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[Tpunoxenue 4.

llamamka ona pooumeneti « Kaxk ne cmams dcepmeoii KubepnpecmynHuKay.

npasun
MHPOPMaLMOHHON
6e3onacHoCcTU

GRoupliB|

KAM HE CTATb XXctPiBOW

MPECTYTTHUKA

HAOEXXHbIE MAPOJIA

(0]

HEOBXOOAUMO:

+ Co3nasatb NepcoHanbHble (YHUKanbHble)
naponu K pasHbliM cepsucam

+ Wcnonb3oBarte CNOXHbIE Naponu: MuHUMym 10
CUMBONOB, OAHOBPEMEHHO UMdpbl, CTPOYHbIE
M NPONUCHBbIE CUMBO/bI, 3HAKKU NYHKTyauuu v
Apyrve CUMBO/bI

+ [loBepsTh TONLKO NPOBEPEHHBIM
MeHeaxepam naponew

BE3OMACHbIW WI-FI

HE PEKOMEHAYETCSH:

Mcnonb3oBaTe NOBTOPEHUS CUMBONOB
XpaHuTb Naponu Ha OyMaXHbIX HOCUTENAX

Mcnonb3oBaTth B Ka4ecTse Napons CBOW NOrmMH
(MMs NoNb30BaTeNsy, y4eTHas 3anucb, HUKHENM)

CoxpaHaTb Naponb aBTOMaTUYECKHM
B Opay3epe

Mcnone3oearte Ouorpauyeckyto
nHopmauumio B napone
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+ OTtkniouYnTL 06WMIA aoctyn K ceoen Wi-Fi
TOYKE, Aaxe ecnu y Bac «6e3NUMUTHbIN»
WHTepHer

+ Wcnonb3oBaTb HaaeXxHbli (CM. Bbilwe) naponb
Aans pgoctyna Kk Bawen Wi-Fi touke

+ [deaktnsupoBatk aBsToMaTuyeckoe
NOAKNIOYEHME CBOUX YCTPOWNCTB K OTKPBIThIM
Wi-Fi Toukam

MPOBEPEHHDIE BPAY3EPbI U CANTbI

X MepexoauTs NO HEMPOBEPEHHbLIM CChINKam

+ Vcnonb30Bath cneyManbHoe NporpaMmHoe
obecneyeHue (aHTuBupycC, paclumpexue ansa
Opay3zepa), 4Tobbl nsbexars NoCeLeHns
COMHUTENbLHbIX CanToB
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BBoAuTL CBOW NOrvH K Naponk AOCTYNa K
y4eTHOM 3anucK (CTpaHuue) unu cucteme
6aHKOBCKOro 06C/yXUBaHUA Npu
NOAKNIOYEeHUMN K 6ecnnaTHbiM (OTKPbITbLIM)
Toukam Wi-Fi 8 kahe, TpaHcnopTe, TOProebix
UeHTpax u 1.Aa.
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X BBoauTb MHhOPMAaUMIO Ha CanTax, ecnm

coefiMHeHUe He 3amueHo (Het https v &)



BE3OMACHOCTb 3J/IEKTPOHHOW NOYThbI Q4

HEOBXOOUMO: HE PEKOMEHOYETCSA:

MopaknounTe ABYX(aKTOPHYIO X PearvpoBaTb Ha NMCbMa OT HEU3BECTHOrrO

ayTeHTudunKauuio OTNpaBUTeNs: CKopee BCero 3To cnam unm
MOLWEHHWKN

Mcnonb3oBate MUHUMYM 2 TUNa e-mail

a[pecoB: 3aKpblITbli (TONLKO ANA NPUBA3KU % OTKpblBaTh NOAO3PUTENBHOE BNOXEHWE

YCTPOMCTB U CPeACTB UX 3alUnTbl) 1 K MMCbMY: CHayana Nno3BoHUTE OTNpaBuTento

OTKPBITBIA (ANS Nepenuckun, NOANUCOK U T.4.) 1 y3HaiiTe, 4to 370 3a haiin

Ucnonbzoeate CIMAM-chunbTpbI

NCNOJSIb3OBAHUE MPUSTOXXEHUWN, COLICETEU U MECCEH)KEPOB I#

YcraHasnmBaTtb NPUNOXEHUS TONBKO ¥ Pa3meuwlaTtb NepCoHanbHY 1 KOHTAKTHYIO
uz PlayMarket, AppStore unu us nHopmaumio o cebe B OTKPbITOM AocTyne

npoBepeHHbIX UCTOYHUKOB
X Wcnonb30BaTth yKazaHue reonokauum

O6pawaTtb BHUMaHWe, K KakuM OyHKUNAM Ha hoTo B nocrax

ragxera NpUNoOXeHWe 3anpawmsaeT 4OCTyN
X OtBeyaTb Ha 06MAHbIE BbIPaXeHUA

O6MeHnBaTLCA COOBLEeHUAMM B COLICETAX U W arpeccuio B COUCETAX — Nydlle Hanuwure
MecceHaXepax, TONbKO NONHOCTLIO 06 3TOM aAMUHUCTPaTOPY pecypca
YAOCTOBEPUBLUMCE B NTUYHOCTH

cobecefiHUKa, He pearnpys Ha X Ynotpebnate HEHOPMATUBHYIO NEKCUKY
COMHUTENbHbIE NPOCLOLI U NPEeaNOXEeHUA npw o6LWweHnn

X YcraHaBnuBaTb NPUNOXEHUS C HUSKUM
PenTUHIrom U oTpUuLaTeNbHbIMU OT3bIBaAMM

3ALLUTA OAHHbIX BAHKOBCKOW KAPTOYKM 06

XpaHuTb B TaliHe NUH-KOA KapTbl X XpaHUTb NUH-KOA BMECTe C KapTOYKoM /
Ha KapTouke

MpukpbIBaTh NAAOHBLIO KNaBuaTypy nNpu

BBOAE NUH-KOAA X Coobuwarts CVV-kog unu otnpaenaTe
ero ¢orto
OcthopmMuTb OTASNBHYIO KapTy Ans
OHNaMH-NOKYNOK W He AepXaTb Ha HeW ¥ PacnpocTpaHaTbh CBOM NacnopTHble AaHHble
6onblme cyMMbl (MHhopMaunIo NMYHOr O XapakTepa, HoMep
MOBUNBLHOro TeneoHa), «NOruH» 1 «Naponb»
Wcnonesosatk yenyry «3-D Secure» foctyna K cucteMe «MHTepHeT-6aHKUHI»
U NMUMUTBI HA MaKCUManbHbIe CYMMb
OHNalH-onepauui ¥ CoobuwaTtb gaHHble, NONyYeHHbIe B BUAE
SMS-coobuieHuii, ceaHcoBble Naponu, Kog
CkpbiTb CVV-KoA Ha KapTe (Tpex3HayHbli aBTopuzaumu, napons 3-D Secure 1 T.4.

HOMep Ha 06paTHOM CTOpPOHeE),
npeaBapuTenibHo COXPaHUB ero
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