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CTATUCTUHECKUE OAHHDbIE O KUBEPMPECTYNMHOCTH

1/,

w % 322023 - 2,6 MAH. py6ei

Q 3a 2024 — 6onee 1,4 mnH. pybnen
ExxeHepenbHo okono 380 npectynneHumn

TpeTbAa yacTb pernuctpupyerca 8 MMUHcCKe

CambIiM BO3paCTHbIM noTepneswnm no 86 ner,
OHW YCTAHOBW/IN NPUNOXKEHUE

Kon-Bo npectynieHuit 8 cTpaHe
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MNopTtper XXEPTBbLI
KubepnpecrynHuka

ﬁ KeHLKHbI (60%)

oT 31 0o 45 net (33,2%)

A TpyooycTpoeHs

C BbiClUMM 0bpa3oBaHmem (40%)

Cnocobbl coBepLieHUA
MoweHHun4yecTBa 60%

XuuweHna umyLectaa, nytem mogmobukaumm komn. uHP. 30%

He3akoHHbIM 060pOoT cpeacTs nnatexa 4,1%

HecaHKLUMOHUPOBaHHbIA AOCTYN, YHUYTOKEHUE,
6noKkupoBaHue, moaudpukauuna n nuble 3,9%

Bbimoratenbctsa 3,3%
3aBelo0MO /10XKHOe coobuleHne 06 onacHoctn 1,6%



MHTEepHET-MOLWEHHNYECTBA N XULLEHMNA C UCMONb30BAHUEM CETU
NHTepHeT cocTaBnAtoT bonee 90% o1 Bcex KnbepnpectynneHmnm

Peknama B mecceHaXXepax,
coobuieHue B couceTAX

Bnagenblbl camu nepeBogAT AeHbIM 33
HecyLLecTBYOLWMI TOBap, A0BepAS NMEPE-
pekname B MIHTepHeTe, nnu nocne BOﬂ,

coobuieHmA (TEKCTOBOTO Nan

ros10CoBOro) ¢ Nnpocbbom poaAcTBEHHMKA

NN 3HAKOMOTO U3 COLMANbHOM CETH..

[ocTyn K akkayHTy AKKA.-
Nocne 3aBnageHna ogHUM
AKKayHTOM MOLUEHHUKN C Hero YHT

PaccbiNAloT APYrMM KOHTaKTamM
¢deiikoBble ronocoBble NN
TEKCTOBble CO0bLLEHMA C NPOCbOOM
nepeBecT AeHbrU.

OEHbI

3BO-
HOK

[AH-
HbIE

3BOHOK B MecceHaXepe

MoLeHHUKN NpeacTaBAAoTCA
COTPYAHMKaMM NPaBOOXPaHUTE/NbHbIX
opraHoB, 6aHKOBCKMX OpraHmU3aLunii,
paboTHMKaamm onepaTopoB CBA3MN,
POACTBEHHMKAMMU.

Y6exaaoT yCTaHOBUTb NPOrpaMMHOE
obecneyeHne, NONYYUTb KPeauT,
nepeBecTy AeHbrn Ha «3aLLULLLEeHHbIN
cyery.

MNonyyeHne nepcoHaNnbHbIX
AAHHDbIX

OULLIMHI noaaenbHbie CanThbl
6aHKOB, KPUNTOOUPK NN
MOBUNbHbIE NPUIOKEHMUA
onepaTopoB CBA3MW.

Monyy4ymB NUYHbIE AaHHbIE UK
AEHbIN, NOXULLLAIOT UX.



CyTb cxembl

MoLIeHHUKM NpeacTaBaATCA COTPYAHUKAMMU

NPaBOOXPaHUTE/IbHbIX OPraHoB, PpaboTHUKammM baHKa,
onepaTopoB CBA3U UM FOCOPraHoOB.

MCI'IOﬂb3y}OT ncuxonornvyeckmne y1oBku, UrpakoT Ha
YyBCTBaAX, CHa4a/la yrpoxarT U1in COO6LLI,aPOT 0

np06neN\e, noTom npeagnaratot NOMOLLDb B ee pelleHnn.

Yb6exaatoT yCTaHOBUTb NporpammHoe obecnevyeHune u
nepeaaTtb Koa pernctTpaummn, Uam noayuymntb KpeauT U
nepeBecTu AeHbrv Ha “3aWmueHHbIn” cyer.
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‘. 6 A B cetun {.
9 ¢espansa
fese MpuBeT 5030
Hartanbs HukonaeBHa, 406pbIi A€Hb.
o [o6pbit aeHb, UpuHa BnagumupoBHa. .
No6pbidt - ¢ 14:39 &

& 3 Kak 06CTOAT Balum aena? a
| Kak obcrosaT Bawm nena? B il il
Fr=a Bce HopManbHo. 4T0-To cyunnock? ECTb 2030
b Xopowo 1.« 14:42 &
bl g 3aueM Te6e? 20.30
3 Bbl no KakoMmy Bonpocy? ] 370 3ameyartesnbHo, ¢ Bamu HoBall
cBA3bIBaNCA? Cnacu6o
| Ceamun ceasanca? ==
| s He MoMHI0 TaKoro...aT0 KTO Takon? 14.45 . [a MHe onnaTuTb Hafo, a Ha KapTe
HUYero Het
B Her. 1 He 3Hal0,KTO 310 Cenyac NpoxoAuT NpoBepKa Hallero
o 4 y4e6HOro 3aBefieHus, KTo-To U3 5208 1300 0020 2063
| Ceiyac NpoXoauT NPOBEpKa Hawuewn COTPYAHMKOB NOA03peBaeTCs B
OPraHN3aLUmm, KT0-T0 M3 COTPYAHUKOB CMNOHCUPOBaHWUK TEPPOPU3MA, KaKNe-TO 1 3a KOMUCCUIO BEPHY
nepeBoAbl, Cama TONKOM HUYEro He
NOAO3PeBaeTcs 8 CNOHCMPOBAHWH noHana. Moka nonpoLuy Konneram HUYero Ha komuceumio nodur 231
Teppopu3aMa, Kakue-To nepesonbl, Cam He roBopuTb. KoMy Hy>XHO ByaeT coobLmnTb
TONKOM HUYEro He noHsn, ¢ samu Gyaer joASHRD ATO D Hanuwm kak npuayT 2031 v
CBA3bIBATLCA C Bamu cBsxxetcs HoBaww Anekceit
3TO COTPYAHWUK Bnaaumuposuy, ato cotpyaHuk KIMK
, byaer ) KOTOpbI 3aHUMaeTcs 3TuM Aenom. byaer .. es

3ajaBarTb BOMpPOCHI. @ nepeson cxaprukaxapry TY

3a[aBaTb BOMNPOCHI Ha KOTOPbLIe HY>XXHO

OTBETUTD. 0, Boru! Kakue nepeBogbi? XopoLuo..
- ——— 14:48 v
ﬂeﬂo cepbe3xoe, Nnpueaxanu niagu 13

KOMMTETaA, NPocbba HUKOMY U3 Koraa no3BoHAT, coobuiuTte MHe.
COTPYAHNKOB He CoobLaTL AaHHYIO =5,
UHPOPMALIMIO, KOMY HYXHO cooBwmTh

cAenato 310 AMYHO. Koraa oH ¢ Bamu

CBAXKETCA - COobWUTe MHe, XopoLwo?






CyTb cXembl

MoLleHHUKM co34atoT Noaae/ibHble CauThbl
KPUNTOOUPXK AN MHBECTULMOHHDBIX
nnatopm. PasmeLLatoT peknamy B
UHTepHeTe. [NogbiCKnBatoT

OTKAWK Ha peknamy 1 3anoaHeHue
dopmbl 0bpaTHOM CBA3MN.

3anHTEpPECOBAHHbLIX B NaCCMBHOM A0OXO04e€e 3BOHOK oT KypaTOpa (TpeMAepa)
ﬂl-O,EI,EVI, roTOBbIX BNOXUTb peaJibHble AEHbLIN C I'Ipe,lJ,J'IO)KeHI/IeM BNOKUTL
5 beiiKOBYI0 GUPXKY, AKOGLI N0 NeHbriM B UHBECTUUUN. NHoraa

MOeT ObITb N0 MOBUNBHOM CBA3MN.
«PYKOBOACTBOM KypaTopay.

Ha gene okasbiBaeTca, YTO 3apaboTOK,
BUANMbBIN Ha 3KpPaHe, BCEro NMLLb
HAapPUCOBAHHbIN.

[Mpu NnonbITKe BbIBOAA AEHEr C bupxu
HeobxoaAMmo oniaTUTb B3HOCHI,
HaN0rM, KOMUCCUIO, NOLLNUNHY

N NPoYne NNaTexu.

Nlerknx peHer HE BbIBAET.
Peknama nHsectmymm pabortaer
No NPUHUMNY PMHAHCOBOM NUPaAMMNAbI.




[MPUMEPBI NOAAE/IbHbIX NNTATGOPM

BAMA e ey L MAPH  CBOBODE
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e MUHIMENEHEX PHCKIX 33periCTPNPOEITLCR Ha AaHNHOM CaNTe B (opMe euiwe T
wif OPAED °
1000.00 AUD [oXA3TECA 3B0HKE OT KOHCYNETSHTE Kounakmy Maznpom WseecT u noaTeepINT:
apx $6.5617 o w

* OnnH w3 CamLX ROXORHEX 3KTHEOR

= BubpaTs XenaeMylo CyMMy Ha CJET W yxe vepes 30 nei NonyusTs Nepesil A0X0a
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BHCTPLM BLIBOR CPEACTE Ha MOBYI0 KapTy

Anexkcewn Muanep
0.00USD 000USD 0.00USD 0.00USD 0.00USD OuUSD QNg op J po
Ml np#=ANM PELUSHNS OTKDEIT: JOC Q@ L

o
AUDCAD “ AUDCAD rpaxaak Benapych, nockoneky sTo ans
Maznpowa, T3k U anA Genopyccoe.

[eno & TOM, UTO H3 ASHHLH MOMEHT POCCHMCENN 133
CTIHOSATCA CaMuM BOCTPE00E3HHEIM #3 MMPOBOM peikke. Bo
BCEX CTP3HAX MWP3 CTPEMHTENSHO PACTET CNPOC H3 Ero
nokynxy. Mo 3T0# NPIUAKE ME! PELNN YBENHUMTE 05 beME
NPOMZE03CTES 333 € 4 P3za n NPUENEYs NKASH CO BC2H
Benapych B £3UecTss WHBECTOPCS

Mockoneky UEHE HE ra2 c2iNac BeICTpO MEHAKTCA, BCe, KTO
Y43CTEYOT B NpoekTax T33npoMa, NONYJaKT B CPEIHEM no
$800-58,500 aoxona eKeMECAUHO.

1000.00 AUD

$6.5617

¥ NPOJAT A KYNUTL

OTKPLITHIE NOIMLIAN




CyTb CXembl

MoOLLUEHHMKN CO34at0T aKKayHTbl B COLLCETAX U Ha TOProBbIX
naowaaKax.

PasmeLatoT $oTo TOBapa No 3aHUMKEHHOW CTOMMOCTW.

N nop, pasnnyHbiMm npeanoramm yoexxaatotT nepeBectu
JEeHEeXKHble CpeaCcTBa B KAYecTBe NOJIHOM UM YaCTUYHOM
npeaonaaTol.

MpoBepbTe cyLlecTBOBaHME Mara3mHa, NO3BOHUB NO
6enopycckomy Homepy,

OoLleHUTe AaTy co34aHMA aKKayHTa U
HaCTOPOXUTECb 60/1bLLIMM KOIMYECTBOM NOANUCYUKOB 3a
KOpPOTKOe Bpems.
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DOULLKHT.

Cnocob, Koraa MOLWEHHUKN TOYHO KOMUPYIOT
HACTOALMMK N CO34a0T GULLMHIOBbLIN CaWT.

Yalle Bcero 3aBnageBatoT NepPCOHaNbHbIMU AAHHbIMMU,
MCNOAb3yA NoaaenbHble CTPpaHULbl 6AHKOB, TeaTpoB,
Ka/IbAHHbIX.

[Mpun BXOAE B 3€PKaNbHbIN MHTEPHET-OAHKUHT NN NPU
NOKynKe «bnnetos» Ha GULIMHIOBOM canTe
NO/1b30BaTE/Ib BBOAUT CBOU JINYHbIE AAdHHbIE, B TOM
ymncne kog ns CMC.

3TMMM AaHHbIMU 3aBNaAeBaloT MOLLEHHUKHU
1 COBEpPLUAIOT XULLEHUE eHEeKHbIX CPpeacTs.

NHTepHeT-aapeca
benopycckmx opraHn3auum
pacnonaratoTca B
HaLUMOHAaNAbHOM CermeHTe
NHTepHeTa —

NOMEHHOMU 30He «BY».

BCEIA NPOBEPAUTE
A1IPEC CTPAHMULLbI,
rOE BBOOUTE
NINYHBIE OAHHBIE.
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x C xaprosxon Visa B Bonswod rearp co
< " Benapychamis moxso coykoR no kapre Visy >
ance g ronyvete 10 pyf. wa Genapycharca
npew \ NOKYTIKN 8 MoDMME
KAPT VISA

MATRINNIX
VISA W MAUYCRAY

- MHTepHeT-appec
ochuumanbHOMU
Yeaxaemsie xnuenTsl, Gyasre SantensHs! clrpa HAMN “bl

Bxoa B cucremy «MHTepHeT-BaHKUH OCywecTENANTE C
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NOJZIb3YUCS BE3OMNACHO

https:// 6aHk
https:// AoctaBKa

nOIIb3yﬁTECb MOOUIbHbIMM npuUnoXXeHnamm GELTE]

Mepexopute B MHTEPHET-6AHKUHT TONbKO C 0(pMLMANBHOrO CauTa
6aHKa

MpoBepsitTe aapec MHTEpHET-6aHKUHIa B aApeCHOIN CTPOKe, MEXAY
nocneaHein TOMKOM U NepBO HAKNTIOHHOM YePTOM AO/MKHO ObITb

TonbKo TaK .by/

AKTUBUpYITE Ha KapTe, UCNONb3yeMOM1 AN OHNAWUH-NIATeXeH,
ycnyry 3-D Secure (noaTsepxaeHue nnarexen SMS-konom)

He nepexoaute B MHTEpHET-6aHKMHT MO CCbIIKaM B MOMCKOBbIX
cucTemax

e e rCTEMIO He ucnonb3yiite SMS-Kkoabl oT 6aHKa U KOA ¢ 060POTHOM CTOPOHbI

-

’
\ 33- KUBEPMPECTYMHOCTM KapTbl ANS NONYYEHUS AEHEXHbIX CPEACTB
/ #g. yYBA BUTEBCKOIo

qf"\ RSO TKOMA He nepexoauTte no ccbinkam U3 co06LLEHMI ANA JOCTYNA K
N MHTEPHET-6aHKUHIY U UHbIM CePBMCaM UM YCIyraM




[AeHeXXHble nepeBoAbl

MoweHHUKK noa,
Pa3/IMYHbIMKN NpPeaNoramm
“BbITArMBaOT” U3 KepTB

AEHbIN.

deitkoBble marasmHbl

npeasaratoT nepeBectu
npeaonnary 3a Tosap Ha

cyet nnu bIK.

Koabl u3 coobweHuni

Uundposble Koabl us CMC B
COBOKYMHOCTU C APYTMMMU
AAHHbIMW NPeaOoCTaBNAAKOT
AOCTYN K cepBucam u, B
HEKOTOPbIX CAyYasx, AatoT

BO3MOHOCTb 0GOPMUTb

OHNAMH-KpeauT.

JInyHble paHHbIe

OrpaHuubte
pacnpocTpaHeHue INYHbIX
AaHHbIX MOoLWeHHUKH

MCNOJIb3YHOT Heun pocetn n

co3gatot ann-dpenkn

(I'OI'IOCOBbIe iy

BMAEOMN300parkeHuns).

O6nauHble naponu

K pa3HbIm cepBucam
pa3Hble naponu
Cocras napons
MeHepaxep naponen

O6nayHble naponu

(aByxdakTOpHasn

ayTeHTMdMKaumA) K

cepBucam.



5 Unbs 3 a

TpeHA, pacnpoCTPaHAETCA B MONIOAEKHON KNbepcpene. [y

OTBETCTBEHHOCTb
CyTb cxembl

3aKntoyaeTcsa B TOM, 4ToObl CO34aTb
HebnaronpuATHYIO 0O6CTAaHOBKY rocopraHam,

HaAPYLLIUTb PEXMUM UX PaboTbl NI OTOMCTUTD B —
cBoeMy 06UaUMKY, CO3AaB ANA Hero npobiembl o R

C NPaBOOXPaHUTE/IbHbIMWU OpPraHamum.

He Mano s.51

Ecnu ¢ 16 unn 18 1o HOpM

>

OTBeTCTBEHHOCTb HacTynaert ¢ 14 nert
U npeaycmarpusBaeT BNAOTb A0 7 ner
nuweHusa csoboapbl.

c14 18:55/

HanucaHo 7 net 310 MakCUMyM ;.55

MUHUMYM WTPAD 16550




Aponbl — ntoau, NnpeaocTaBaAoLIne
cBou BaHKOBCKME PEKBU3UTbI AN1A
TOro, YtTobbl Yepes nx
NPOMEXKYTOYHbIE CYeTa NPOBOAUNUCD
NOXULLEHHbIE AEHbIN.

[lnA noucKa AponoB MOLLIEHHUKM
pa3meLLatoT pasinyHble
06bABNEHUA C BaKaHCUAMM.

OTBETCTBEHHOCTb 3a npoucxoxageHue
npoweAawnx no 6aHKOBCKUM cyeTam
AeHer HeCyT Bnajde/ibubl TAKUX CHETOB.

Cratben 222 YK
npeaycMOTPEHO HaKa3aHue
BnaoTb Ao 10 net

nuweHus ceoboapl.

Uropb 3yes

MHWHHCTEPCTBO TPyAa U COLMa...
=== % BHUMaHWe, MOLIEHHNYECKA...

Onnatum cpasy Ha pyku nocne
BbINOSIHEHWs pabotbl

3apnanata 8000 py6newn

Hy>XHbl ntoan ans pacnakosBku
TEXHUKN B HOBOM runepmapkete.
Mucatb B J1IC no nosoay

pa6otbl Muwwure

croga:(@

Deleted Account

Liudposasa rpaMmoTHOCTD
BukTopuHa

CpOYHO HYXXHbl NtOAN Ha
BakaHcuio "TaiHbIi NokynaTens"
ctaBka 75K B mecsl. NMucaTb
croga:(@

Ownaxa KypauHa

CEB] Ludposas rpamoTHOCTL
MAlTs MoLeHHUYecKue Cxembl C UC...

Hy>XHbl NtoaM ANs peknambi.
Onnata ot 50 000 B mecsL.
MuwuTe croga:(@

TxeDcVI cpr

Ludposasa rpamoTHOCTD

BUKTOpUHa
Hy>XHbl Kypbepbl B TBOEM
ropoge c ctabunbHowu
onnatou Tpyaa. Nucatb
cropa:@

NaNa Suliman & 8300

MUHUCTEPCTBO TPyAa U couma...
=== % BHUMaH1e, MOLIEHHUYECKa...

Hy>XHbl yNu4Hble
doTtorpadsbl, onnata 300-500
py6neit 3a doTo. MNMucatb

croga:@

e

o Deleted Account

MuHKCTEPCTBO TPyAa M couyuma... :
=== % BHUMaHWe, MOLIEHHWUYECKa...

- CPOYHO HA MAPY HACOB
- 3¢ 3A34ACA 5.000 TbICAY
HA PYKW 3¢ TJTATUM CPA3Y
; MO0 OKOHYAHUIO CMEHbI «
+  [uwwure! - @



ONEPALIUU C KPUNTOBAJTIOTOU

[lopAa0K OCyLWeCTBAEeHMUs
CAENOK C KPUNTOBANOTOW onpeaener
YKazom lpe3ngeHTa ot 17.09.2024 N2367

«06 obpalleHnn unMdppoBbIX 3HAKOB (TOKEHOB)>

PASPELWLEHO

[MoKynaTb TOKEHbI (KpUnTOoBantoTy) 3a
IeHeXKHble cpeacTBa TO/IbKO Ha
H6enopycckmnx KpMNTobUpKax, ABAAIOLMUXCA
pesnaeHTamu MapKa BbICOKMX TEXHOOTUA.

ObmeHMBaTb TOKEHbI Ha ApPYyrMe TOKeHbl Ha " '\ ) . b 4
w , e N\
Ntobbix Kpuntonnatdopmax 6e3 orpaHUYEHUN. Sl \ %

SANPELLERO

\
[MoKynaTb MK NPoAaBaTb TOKEHbI
(KpMnTOBanNIOTY) 33 AEHEXKHbIE CPeACTBa
Ha MHOCTPAHHbIX KPUNTOBMPrKaxX
Ny GU3NYECKUX TNLL.




byabte 6autenbHbI!
JTU 3HAHUA NOMOTYT Bam
COXPaHUTb Balun AeHbrn!

[naBHOe ynpasaeHue

MO NPOTUBOAENCTBUIO KNBEpnpecTynHOCTH
KPUMUHANBbHOWN MUANLUN

MB/J Pecnybnnku benapycs.
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